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Crossref DOI:  

Таҳририят Crossref DOI нинг расмий аъзоси ҳисобланади ва 10.47.390 DOI префиксига эга. Ҳар бир нашр 
ва илмий мақолага индивидуал Crossref DOI рақами берилади. 

Google Scholar  

Журнал Google Scholar (Академия) да индексацияланади. 
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масъулияти чекланган жамият. 
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Introduction. Commercial banks operate within an environment characterized by 

stringent regulations and potentially high risks. The increasing interconnectivity of financial 

systems, the rise of innovative but potentially disruptive technologies, and the continuous 

evolution of financial regulations have added to the complexity of these risks. As such, 

commercial banks, as primary facilitators of financial transactions and safe-keepers of public 

funds, have a responsibility to stakeholders, customers, and regulators to maintain a robust, 

effective, and reliable system of operations. This is where the function of internal auditing 

becomes indispensable. 

Internal auditing is a vital cog in the bank's control mechanism, specifically designed to 

identify, measure, control, and monitor the risks inherent in banking operations [1]. These 

audits are essential for ensuring not only that banks are compliant with relevant laws and 

regulations, but also that they are efficient and profitable in their operations. Internal audits 

allow banks to preemptively identify and address potential issues, mitigating risks and 

enhancing performance. 

However, the effectiveness of an internal audit is not static. The rapidly evolving nature 

of financial threats, the impact of new and innovative banking services and technologies, and 

changes in regulatory requirements make the maintenance of a relevant and robust internal 

audit function a moving target. As such, there is a constant need for evaluation and 

improvement in the methods and tools of internal audit systems to ensure their effectiveness 

[2]. 

This article aims to provide an in-depth examination of the current landscape of internal 

auditing within commercial banks. We analyze current practices, identify areas of 

improvement, and suggest directions for enhancing the efficiency and effectiveness of internal 

auditing in the context of modern banking. 

Literature Review. The internal audit function in commercial banks has been the 

subject of many studies in the literature. According to Gramling et al. [3], internal auditing is a 

crucial component of the control environment in commercial banks, providing an independent 

and objective review of risk management, control, and governance processes. Gramling and 

colleagues' work underscore the importance of internal audits in the early identification and 

mitigation of risks, enabling the bank to maintain operational efficiency and uphold its 

regulatory obligations. 

Further, Moeller [4] outlines that an effective internal audit function aids banks in 

ensuring the accuracy and reliability of financial reporting, thereby bolstering confidence 

among stakeholders. Moeller’s work stresses the importance of having a competent, well-

trained, and independent internal audit team that conducts regular and thorough audits. 

However, the effectiveness of internal audits in commercial banks is challenged by 

several factors. Prawitt et al. [5] point out that the internal audit function often struggles with 

limited resources, insufficient training, and issues of independence. These challenges, as 

Prawitt and colleagues argue, can limit the extent to which internal audits can effectively 

identify and mitigate risks in a timely manner. 

https://doi.org/10.47390/SСP1342V3I8Y2023N10
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On the issue of technology, Pickett [6] notes that many internal audit functions have 

been slow to adopt new technologies that could enhance the efficiency and accuracy of audits. 

He suggests that the integration of modern technologies into the audit function can greatly 

enhance risk detection capabilities, enable real-time reporting, and facilitate a more systematic 

and comprehensive approach to auditing. 

Regarding the need for continuous learning and skill enhancement, Arena and Azzone 

[7] contend that the changing nature of financial regulations and emerging risks necessitate the 

constant development of auditors' skills. Their study highlights the need for continuous 

learning programs to ensure that auditors are capable of adapting to changing environments 

and addressing new and complex risks. 

Analysis and Results. Based on the analysis of prior studies, a number of issues have 

been identified which undermine the efficiency of internal audit functions within commercial 

banks. 

One of the most persistent issues pertains to the lack of an adequate risk assessment 

system. According to a study by Zain, Subramaniam, and Stewart [8], internal audit functions 

often fail to consider emerging risks, such as cybersecurity threats and financial crimes. The 

researchers found that commercial banks with a robust risk assessment mechanism in place 

were more resilient during financial crises and demonstrated a higher degree of regulatory 

compliance. 

In terms of governance, our analysis aligns with Cohen, Krishnamoorthy, and Wright’s 

findings [9], revealing a noticeable lack of involvement from the board of directors. Their 

research underlines the importance of the board's active participation in setting the direction 

and scope of the audit and ensuring its independence. Absence of such involvement can 

significantly limit the audit's effectiveness. 

In relation to technology integration, a study by Alles, Kogan, and Vasarhelyi [10] found 

that despite advancements in technology and the growing importance of data analytics in 

business operations, many commercial banks are still slow to integrate technology in their 

internal audit functions. According to their research, reliance on outdated manual systems not 

only slows down the audit process but also increases the likelihood of human error. 

On the topic of continuous training, Katuli [11] found that auditors often lack regular 

training opportunities to stay updated with new regulatory requirements, auditing techniques, 

and financial risks. The researcher highlighted that such shortcomings make it difficult for 

auditors to adapt to the rapidly changing banking environment, thereby affecting the overall 

efficiency of the internal audit function. 

In sum, these issues - inadequate risk assessment, poor governance structures, limited 

use of technology, and lack of continuous training - together impact the effectiveness of internal 

audits in commercial banks. 

Recommendations. Based on the analysis and results, we provide the following 

recommendations to improve the effectiveness of internal audit functions within commercial 

banks: 

1. Improved Governance: In line with Cohen, Krishnamoorthy, and Wright’s findings 

[9], we recommend that the board of directors actively participate in setting the direction and 

scope of the audit function. The board should establish clear policies, ensure the internal audit 
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function's independence, and actively engage with the audit process. This will improve the 

effectiveness of audits and foster an organizational culture of accountability and transparency. 

2. Enhanced Risk Assessment: Commercial banks should employ more robust risk 

assessment mechanisms that are capable of identifying and evaluating emerging risks. Zain, 

Subramaniam, and Stewart’s study [8] suggests that integrating comprehensive risk 

assessments into the audit process can significantly enhance the effectiveness of the audit 

function. Banks should, therefore, provide necessary training to their auditors in this regard 

and invest in tools and techniques that facilitate efficient risk assessment. 

3. Technology Integration: Our recommendation here aligns with the findings of Alles, 

Kogan, and Vasarhelyi [10]. Banks should invest in new technologies such as data analytics and 

artificial intelligence. These technologies can automate repetitive tasks, identify discrepancies 

quickly, and ultimately enhance audit efficiency. 

4. Continuous Training: Echoing Katuli's research [11], we recommend that banks 

develop and implement continuous training programs for their auditors. Such programs should 

not only cover new regulatory requirements and auditing techniques but also provide insights 

into emerging financial risks. Continuous training will equip auditors with the necessary skills 

and knowledge to effectively carry out their duties in an ever-evolving banking landscape. 

Conclusion. The function of internal auditing within commercial banks plays a pivotal 

role in maintaining the financial health and operational stability of these institutions. Effective 

internal audits ensure not only regulatory compliance and safeguarding of assets but also 

contribute to performance improvement and the maintenance of a sound risk management 

framework. The rapidly evolving landscape of financial markets, emerging threats, and 

changing regulatory requirements make the task challenging, yet indispensable. 

This study has underscored the importance of effective internal audit functions in 

commercial banks, while also highlighting the existing challenges based on the review of 

relevant scholarly literature. These challenges include issues related to governance, risk 

assessment, technology integration, and continuous training. Addressing these areas can 

significantly enhance the effectiveness of internal audit functions in commercial banks. 

In the context of governance, the active participation of the board of directors in setting 

the direction and scope of the internal audit function is vital. By establishing clear audit policies 

and ensuring the independence of the internal audit function, boards can facilitate the conduct 

of objective and efficient audits, thereby fostering an organizational culture of accountability 

and transparency. 

Enhanced risk assessment strategies are paramount to the effectiveness of the audit 

function. Commercial banks should focus on developing comprehensive risk assessment 

mechanisms that are capable of identifying and evaluating emerging risks, such as cyber threats 

and financial crimes. These mechanisms should be integrated into the regular audit process to 

ensure timely detection and mitigation of these risks. 

The integration of technology into the audit function is no longer a luxury but a necessity. 

The utilization of modern technologies such as data analytics and artificial intelligence can 

automate repetitive tasks, enhance risk detection capabilities, and enable real-time reporting. 

Investing in these technologies can significantly improve the efficiency and accuracy of audits. 

Lastly, the significance of continuous training programs for auditors cannot be 

overstated. To adapt to the ever-evolving financial environment and effectively deal with 
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emerging risks and regulatory changes, auditors need to continually upgrade their skills and 

knowledge. Training programs should, therefore, be an integral part of the internal audit 

function. 

In conclusion, by focusing on these areas and continually striving for improvement, 

commercial banks can significantly enhance the effectiveness of their internal audit functions. 

This will ultimately contribute to operational excellence, improved regulatory compliance, and 

enhanced stakeholder trust. Importantly, it will fortify the resilience of banks, equipping them 

to tackle emerging challenges and contributing to the overall stability of the financial sector.  
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